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Abstract— Document verification is a complicated domain 
with a variety of difficult and time-consuming methods to 
validate. Customized verification and authentication processes 
may be required for various sorts of papers, such as financial 
papers, government papers, transaction papers, educational 
credentials, and so on. A huge problem today we are facing is 
the number of fake certificates that are in circulation, this 
problem is quite predominant. This has become a new 
business for a long time. Hardworking people with genuine 
degrees/certificates have been suffering and they get rejected 
in the job market because of the lack of identification to 
differentiate between the original and the fake certificate. At 
times people are getting jobs through fake certificates and this 
becomes very dangerous. The scenario calls for a new system 
that can verify and authenticate certificates, their issuers, and 
their holders in a way that is much more efficient, simple, and 
intuitive to use, and efficiently mitigates widespread 
credential fraud. To combat the counterfeiting of academic 
certificates, our blockchain approach combines a verified 
distributed ledger with a cryptographic mechanism. Our 
Blockchain technology will also provide a standard sharing 
platform for storing and accessing documents, reducing 
overall verification time and allowing companies to quickly 
monitor and access real papers. Our system that helps to 
identify original certificates will help the hard-earned people 
to get their jobs in their desired organizations and all the fake 
circulation of certificates will be stopped because the system 
identifies the genuine true certificates. 
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I. INTRODUCTION 


Students who have finished the course at that level receive 
certificates from universities and other boards. The 
majority of these certifications are in the form of paper 
papers, and an electronic document cannot effectively 
replace a physical certificate. Due to the availability of 
sophisticated and inexpensive scanning and printing 
technologies, however, certificate fraud has increased. This 
has an impact on the owners of the certificates as well as 
the boards of the university that issued them. It is required 
to verify that the graduate's graduation certificate is 
legitimate, and that the holder is the legitimate owner. 


Furthermore, education credentials must be validated to 
confirm that the content is valid and that the certificate is 
obtained from a reliable source. Many hours will be spent 
contacting the university to get a certificate approved or 
requesting a statement from the institution to guarantee that 
the certificate is proper, and that the verification is 
appropriate to validate its validity. This procedure can be 
time-consuming and costly. One advantage of digital 
systems is that certification may be verified 
instantaneously. We've decided to look into the field of 
Blockchain in our project to put our idea into action 


Blockchain is a means of storing data in such a way that 
altering, hacking, or defrauding it is difficult or impossible. 
A Blockchain is a digital log of transactions that is 
duplicated and disseminated throughout the network of 
computer systems that make up the Blockchain. Each block 
on the chain contains several transactions, and whenever a 
new transaction occurs on the Blockchain, a record of it is 
recorded to each participant's ledger. Distributed Ledger 
Technology (DLT) is a decentralized database managed by 
several individuals (DLT). Blockchain is a distributed 
ledger system in which transactions are recorded using a 
hash, which is a cryptographic signature that cannot be 
changed. This means that if one block in a chain is 
changed, it will be obvious that the entire chain has been 
tampered with. If hackers wanted to take down a 
Blockchain system, they'd have to change every block in 
the chain across all distributed versions. As additional 
blocks are added to the chain, Blockchain like Bitcoin and 
Ethereum grow in size, greatly boosting the security of the 
ledger. 


II. RELATED WORK 


Paper [1] is a Blockchain concept proposed by Satoshi 
Nakamoto in 2008. Blockchain is an internet platform that 
allows for decentralized and transparent data transfer. All 
transaction data (stored on nodes) will be compressed and 
linked to distinct blocks via distributed recordings. Discrete 
categories of data are delivered in different blocks, 
allowing for verification without the involvement of 
intermediaries. All of the nodes join together to construct a 
Blockchain with timestamps that will simultaneously 
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validate the data in each block and become unchangeable 
until they are connected. The entire process is free, 
transparent, and safe for the public. 


The operating procedures of the system built in this 
investigation are provided in the publication [2]. The 
following are some examples: A degree certificate is 
awarded by the school, and the student's certificate is 
entered. Information is accessed via the device. After then, 
the gadget will operate on its own. It uses a Blockchain to 
store the student's serial number. The certificate system 
verifies all of the information. Instead of traditional 
physical copies, schools issue E-certificates with the Fast 
Reply (QR) code to e-certificate Graduates whose 
knowledge has been satisfactorily validated. In addition, 
each graduate receives an inquiry number for their 
electronic certificate file. When applying for a job, a 
graduate just sends the post. Businesses can use a QR code 
to send a serial number or an e-certificate to the target. 
Businesses make scheme inquiries, and if the serial 
numbers are confirmed, they are alerted. The QR Code 
enables them to determine if the certificate has been 
tampered with or faked. 


According to the report [3], all the solutions provide 
insufficient security in terms of covering all of the five 
issues highlighted in the research. As a result of the 
examination, it was discovered that in the suggested system 
solution cases the certificate is vulnerable to attack and data 
security is inadequate. As a result of the online solution 
assessments, the authentication, authorization, 
confidentiality, privacy, and ownership holes were 
discovered in existing certificate verification systems. As a 
result, the goal of this study was to fill in the gaps by 
presenting a blockchain-based architecture for academic 
certificate verification that focused on authentication, 
authorization, secrecy, privacy, and ownership. The 
suggested framework is based on the Hyper Ledger Fabric 
framework; hence the suggested system is built on it. 


In paper [4], they may construct unmodifiable 
certificates based on Blockchains, but first, the university 
must register. Each university will have its wallet address 
to which transactions will be sent. Only the smart contract's 
owner can add universities. The university will have access 
to the system and will be able to generate certificates with 
data fields after it has been uploaded. Each certificate will 
be kept in the Interplanetary File System (IPFS), which will 
return the SHA-2S6 algorithm's unique hash. All of this 
information, including the produced hash and certificate 
details, will be saved in the Blockchain. 


The purpose of this paper [5] is to employ Blockchain 
technology to overcome the difficulties with the present 


certificate verification system, as well as to prevent user 
fraud and provide transparency in the education system. 
The goal of this project is to see how well Blockchain can 
be used to construct distributed systems as a service. The 
administrator has the authority to affirm the administrator 
in the digital fields used to check a user's identity and 
authorization to enter the network, thanks to the digital 
certificate's usage of digital signature technology. 


Paper [6] describes a system that uses double SHA256 to 
create the hash value for a certificate. In the block, save the 
fixed-length hash value as a transaction. The members of 
the Blockchain validate this transaction, and if it is deemed 
to be a genuine transaction, the block is added to the 
current Blockchain. The consensus algorithm will be used 
to accept and reject proposals. The number of nodes and 
transactions might influence the consensus method. The 
system will create a QR code and an inquiry string code to 
be included in the hardcopy certificate. The solution allows 
the unit to verify the authenticity of a hardcopy certificate 
using a phone scanner or a website. Because of the 
distributed ledger's immutability, the system not only 
verifies certificates but also maintains them in digital form 
indefinitely. 


The academic and athletic certifications are turned into 
digital certificates utilizing sampling and quantization in 
this study [7]. The certificates are then combined with the 
digital certificate'’s hash values and stored in the blocks. 
The hash value was generated using a chaotic method. 
Each block contains the preceding block's hash value, 
timestamp, and hash value. In the form of a Blockchain, 
these blocks are connected. The institution enters student 
information into the suggested interface (application) by 
giving information such as name and email address, which 
is then kept in the database. The registrar's certificate is 
saved in the application, and they create a Blockchain. By 
entering the student's information, the employer or verifier 
can validate the certificate. 


The input-write-validate-seal architecture presented in 
this study [8] improves and strengthens the trust and 
openness of existing educational administration systems in 
schools and universities. The proposed design is known as 
the four-phase style. Meanwhile, the current traditional 
design only includes two phases: input-write and output- 
write. These two phases for validating educational 
certificates using educational data, including assessments, 
student identity, and credential information, are input from 
desktop software or a web-based portal in both systems. 


In paper [9] The certificate is stored in JSON and pdf 
format. The pdf copy is uploaded to the interplanetary file 
system node and the hash pointer is saved. The JSON file is 
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imported by Hyperledger to create an asset. IPFS is a peer- 
to-peer distributed file system that aims to link computing 
devices through a shared file system. A third-party verifier 
is one of the proposed participants. By using this system, 
the verifier can easily verify without any difficulties. The 
verifier receives a QR code from the student, using that the 
verifier can view the certificate. All the history of the 
student mark list is recorded. So, without any doubt, the 
verifier can easily understand. 


In paper [10] analyses the system of students who will 
submit their details, email ID, government ID proofs, and 
biometric data. They will also submit a secret phrase. The 
biometric and the secret phrase will be hashed and stored 
on the Blockchain in the form of a transaction. The student 
will also retain a copy of this hash. The college will issue 
the digitally signed degree certificate to a student using its 
private key. This signed certificate will be encrypted and 
uploaded on the IPFS server. The hash of this encrypted, 
the signed certificate will be stored on the Blockchain. If a 
student wants to take admission to another college, he/she 
will submit the hash of his/her fingerprint and the secret 
phrase. The verifying college will retrieve the hash stored 
on the Blockchain. They will compare the hash of the 
student's fingerprint and the secret phrase with the hash 
stored on the Blockchain. If a match is found, the student's 
identity is valid. The student will also submit his/her 
previous degree certificates. Compute the hash of the 
submitted certificates and compare it with the hash stored 
on the Blockchain. If the hashes match, the certificates are 
valid and there is no degree of fraud. 


In paper[11] analyses about financials to deploy two 
different business models may be used to establish a plan 
for higher education accreditation and degree verification. 
Both business models are based on a pay-per-certification 
and pay-per-certification model, with the pay-per- 
certification model balancing the two. The certification and 
verification of degrees using Blockchain technology is a 
big market that could do well in the long run if it takes 
advantage of the commonalities that come from 
aggregating. Although aggregation decreases financial risk, 
it also increases the complexity of business development. 


Credential forgery is indeed a chronic & pervasive 
phenomenon that undermines faith in academic institutions, 
hinders societal growth, and costs a lot of money, 
according to a study [12]. Regrettably, inefficient, costly, 
and time-consuming credential verification solutions still 
exist. They are also ineffectual against some forms of 
systemic corruption, such as educational fraud. They've 
also introduced Cerberus, a full Blockchain-based 
verification system. 


They describe a Blockchain-based architecture in paper 
[13], which improves the verification processes. As a 
result, the risk of certificate fraud is minimized, and 
graduation certificates’ security, validity, and 
confidentiality are improved. Both issuing authorities and 
recipients, as well as consumers, will benefit from the 
proposed paradigm. 


In paper [14] Education providers will be able to give 
the formal certificates providing proof of the completion 
using this technology, which incorporates powerful 
Blockchain technologies. Individuals can acquire these 
certificates and distribute them to people who need the 
official documents of the individual. And, education is a 
lifelong undertaking, not just a one-time event. People 
continue to learn because of their life experiences, 
professional training, and employment. It's just as 
important to keep track of those learning experiences as it 
is to keep track of official education. Our resolve can also 
provide after-college education with the necessary features. 


In paper [15] implemented the verification procedure 
was proposed as a Blockchain approach for the verification 
of graduate certificates. As a result, the occurrence of 
certificate falsifications will be minimized, while certificate 
secrecy, security, and validity will be improved. This paper 
offers various benefits to approving authorities, receivers, 
and customers[16-50]. The Blockchain itself provides all of 
the information required to check and validate the 
certificate, which is an advantage of this paper. To validate 
the given certificates, the organization need not have 
contact with the institution/university[5 1-100. 


III. PROPOSED SYSTEM 


False certifications have long been a concern at 
academic organizations. Blockchain technology has lately 
emerged as a viable means of verifying the document 
verification process, as well as a powerful tool for 
combating document fraud and misuse. This approach will 
assist educational institutions in verifying a specific 
individual's certificates in a very short amount of time, with 
ease, and at a low cost. The primary goal of this system is 
to enable certificate verification and authentication[17]. 
The proposed system uses the application that is used to 
view, upload and verify the certificates, the application is 
built on the Blockchain network. 


A. Enhanced Security 


Our data is sensitive and important, and Blockchain can 
change the way we think about it. By creating a record that 
can't be changed and is encrypted end-to-end, Blockchain 
helps to prevent fraud and illegal behavior. Privacy 
problems on Blockchain can be addressed by anonymizing 
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personal data and limiting access via permissions. Hackers 
have a difficult time obtaining data since it is stored over a 
network of computers rather than on a single server. The 
hash function is used by the application to verify the 
certificates created when they are uploaded to the 
Blockchain network. 


B. Greater transparency 


Each organization would have to maintain its database if 
Blockchain didn't exist. Because Blockchain uses a 
distributed ledger, transactions and data are recorded in the 
same way in multiple places[18]. All network users with 
permissioned access see the same information at the same 
time, ensuring perfect openness. All transactions are time- 
and date-stamped and are logged irreversibly. Members can 
now view the entire transaction history, effectively 
eliminating the chance of fraud. All activities of logs of 
transactions performed into the Blockchain network may be 
seen by the admin or AICTE who runs the application 
(more details in subsequent sections). 


C. Instant traceability 


Blockchain provides an audit trail that documents the 
origins of an asset at each stage of its journey. This aids in 
the verification of products in countries where consumers 
are concerned about environmental or human rights issues, 
or in enterprises plagued by counterfeiting and fraud. With 
Blockchain, it is possible to immediately share data about 
provenance with customers. Traceability data can also 
expose faults in any supply chain, such as when products 
are waiting to be shipped on a loading dock. Even if fraud 
occurs, because the transaction records are publicly 
viewable, tracing fraud and catching the perpetrators is 
simple. The application's and network's traceability is 
excellent. 


D. Increased efficiency and speed 


Traditional paper-based processes are inefficient, prone 
to human error, and frequently necessitate the involvement 
of a third party. By leveraging Blockchain to streamline 
these operations, transactions may be completed faster and 
more efficiently. The Blockchain can store both 
documentation and transaction data, eliminating the need 
for paper exchange. Because several ledgers do not need to 
be reconciled, clearing and settlement can be performed 
much faster. The proposed application is extremely quick 
due to the high efficiency of the technologies used. 


E. Automation 


The proposed application has smart contracts (shown in 
fig. 2) Smart contracts may potentially automate 
transactions, boosting your productivity and speeding up 
the process even further. After pre-specified requirements 
are met, the next stage of the transaction or process is 


10 


initiated automatically. Smart contracts do away with the 
need for human intervention and rely on third parties to 
ensure that contractual obligations are met. When a 
consumer submits the required documentation for a claim, 
for example, the claim can be settled and compensated 
right away. 


F. Confidentiality, Integrity, and Availability 


Transactions are collected into blocks in a standard 
Blockchain, which is then preserved in a chain of blocks 
that are connected, with having each new block linked 
chronologically to the already generated hash of the 
previous block. The data elements in a Blockchain are not 
stored in a single location. Instead, data elements are stored 
across the Blockchain network, ensuring that the data 
components saved in the Blockchain remain secure. The 
principles of confidentiality, integrity, and availability are 
enforced by conventional information security practice. 
The secrecy components of Blockchain implementation are 
not enforced as strictly as the integrity and availability of 
the data contained inside it. 


The data elements are transparent to all persons who 
share their data components with others on a single 
Blockchain due to its decentralized nature. As a result, the 
technology's secrecy component is difficult to enforce. All 
participants in a Blockchain can view the data that is sent 
into it, and there are no constraints on who may see it. 
Because of its decentralized nature, Blockchain has had 
unintended implications, such as allowing anybody to see 
and write transactions to a Blockchain. As a result, Bitcoin 
transactions have driven a large amount of illicit market 
trade activity throughout the world. Because the data stored 
on the Blockchain is not modifiable at this moment, the 
integrity of data pieces can be readily ensured[19]. 
However, it is worth noting that sufficient research is being 
conducted on enhancing the network architecture and 
providing a suitable level of secrecy, integrity, and privacy 
of transactions recorded in Blockchain. 


G. Working Flow Diagram 


The proposed system comes with the application that is 
used by the AICTE or admin, verifiers, and 
users/organization. Admin is the person who controls the 
application by taking charge of the person who can verify 
the certificates and he/she can only be the person who can 
upload the verified certificates into the Blockchain. Admin 
creates verifiers for each academic prospect, those verifiers 
are the persons whose details like name, the password for 
the verifier to access, which type like SSC or inter-board or 
degree or Ph.D./PG, contact number, email ID, home 
address are taken and then given them access i.e., username 
& password to access the application to upload the verified 
certificates to the application, which are thoroughly 
verified by the assigned verifiers and then the verified 
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certificates are in the application ready for the admin to 
upload into the Blockchain. 


Once the verified certificates are uploaded into the 
Blockchain the hash code is generated and those are 
uneditable. The users/organization can be used to view the 
verified certificates in the application of the respective 
person. In the below figure, the Blockchain network can 
have one or more educational boards, the architecture of 
the project contains a mem pool that contains all the 
certificate records. Those records are given to the verifier, 
the verifier is SSC, intermediate, degree, PG, and Ph.D. 
When the SSC certificate comes to verify then it is given to 
the SSC verifier and the SSC verifier can only verify the 
SSC certificate and all the remaining certificates are kept 
view only, this process applies to all the other verifiers 
also. Once the certificates are completely verified by all the 
verifiers then only the AICTE or admin can access them in 
the application and upload them in the Blockchain ledger. 


Each person has a block with a unique ID to access 
them. Once the block is created it cannot tamper. 
User/Organization will have to get the permit to view or 
access the person’s certificates. 


= 


Fig. 1. Proposed System Architecture 


IV. IMPLEMENTATION 


In this project, we have developed a web-based 
application that is using Blockchain technology to store 
academic certificates to avoid certificate counterfeit as lots 
of fake certificates are using to get jobs and there is no 
current technology to detect such fake certificates and to 
prevent such forgery, we are using Blockchain-based 
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certificate verification. This web-based application consists 
of the following modules 


1) Admin or AICTE Module: Admin can log in to 
the system by using the username as 'admin' and password 
as ‘admin’ and then admin will perform the following 
actions 


a) Add Verification Officials: Using this module 
admin can add various verifier officials such as SSC 
verifier, Intermediate, Ph.D., and PG. 


b) Upload Verified Certificates to Blockchain: using 
this module admin will upload verified certificates to 
Blockchain. For each certificate image, one hash code will 
be generated, and this hash code will be stored at 
Blockchain memory. Whenever we upload any test 
certificate then Blockchain verifies test certificate hash 
code with stored hash code and if match found then 
certificated will be authenticated and certificate owner 
details will be fetched and display otherwise certificate 
authentication will be failed. 


c) Search Verified Certificates: In this module admin 
will upload the test certificate and then the application 
generates hash code from the certificate and matched it 
with Blockchain store images and if a match is found then 
the certificate will be authenticated. 


2) Verify Officials Login: Using this module 
officials will log in to the application by using the 
username and password given by the admin user and then 
will upload and view certificates. 


The web-based application which is developed to run the 
proposed framework is run on the tomcat server and 
Ethereum is used to implement the Blockchain. Sha hash 
function is used in the Blockchain and deployed the code 
using solidity and Ethereum. It will give the default 5000 
gas value, as it trails for the academic purpose so it will use 
minimum gas value. 


When the admin uploads the certificates that are 
provided by the verifier to the Blockchain then a new hash 
code is generated, and that certificate is uploaded into the 
Blockchain. The below fig. 2 shows the web application 
where the certificate has a hash code in the hash code 
column which means that a particular person's certificate is 
uploaded into the Blockchain 
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Fig. 2. Successfully verified certificate with hash code 
generated 


The fig. 3 below shows when the fake certificate is 
uploaded into the blockchain then the blockchain denies 
and shows the error message of verification failed in the 
web application. When the verification failed message is 
shown it means the given certificate is fake. 


Upload Certificate to Blockchain Screen 


Fig. 3. When the fake certificate is uploaded verification 
fails. 


V. CONCLUSION 


This proposed system is developed with Blockchain 
hence utmost authentication is provided for the educational 
certificates that can be verified and stored, when the fake 
certificates arise then it can diminish, which will help the 
hard-earned people to get jobs in their desired 
organizations and all the fake circulation of certifications is 
stopped because the system identifies the genuine 
certificates. The system will maintain a common platform 
for storing and accessing the documents to track the 
documents easily for the organizations to access the true 
documents. 
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